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DETAILED ACTION 

1. Pursuant to USC 131, claims 1-14 are presented for examination. 

2. Claims 1-14 are pending. 

Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form 
the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

Claims 1-14 are rejected under 35 U.S.C. 102(e) as being disclosed by Ogawa et 
aL (European Patent No. 1475721 A1). 



Regarding claim 1 , Ogawa et aL , discloses a method for conducting secure 
communications, comprising: (a) connecting a user device via a publicly- 
accessible network to a server; (b) receiving a certificate; (c) calculating an 
identifier of the received certificate and converting it to a character string; (d) 
modifying the string by removing at least one random character from the string; 
(e) displaying the modified string; (f) receiving, from a user previously provided 
with the identifier through a trusted medium, input corresponding to the at least 
one removed character; and (g) continuing connection to the server only if the 
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user input matches the at least one removed character (0024-0034). 

Regarding claim 2 , Ogawa et aL discloses the method of claim 1, further 
comprising randomly selecting multiple characters for removal (0035-0036). 

Regarding claim 3 , Ogawa et aL discloses the method of claim 2, wherein the 
randomly selected characters are replaced with a character indicating the 
replacement (0024-0036). 

Regarding claim 4 , Ogawa et aL , discloses the method of claim 2, wherein the 
modified string is displayed with spaces replacing the removed characters (0039- 
0041). 

Regarding claim 5 , Ogawa et aL discloses the method of claim 1 , wherein the 
device is a mobile telephone and the at least one removed character is a digit 
(0026, 0035-0036 and 0047). 

Regarding claim 6 , Ogawa et aL , discloses the method of claim 1, wherein 
receiving the certificate comprises receiving the certificate from a certification 
authority (0024-0034). 
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Regarding claim 7 , Ogawa et aL discloses the method of claim 1, wherein the 
position of the at least one character removed from the string is different during a 
subsequent connection attempt (0035-0036). 

Regarding claim 8 , Ogawa et aL . discloses the method of claim 1, wherein the at 
least one removed character is removed based on the capabilities of the user 
device (0035-0036). 

Regarding claim 9 , Ogawa et aL , discloses the method of claim 1 , wherein 
receiving input corresponding to the at least one removed character comprises 
receiving input from a user previously provided with the identifier through a one 
of the mail or a company newsletter (0041-0043). 

Regarding claim 10 , Ogawa et aL , discloses the method of claim 1, wherein the 
at least one removed character is a digit, and wherein no non-digit characters are 
removed (0035-0036). 

Regarding claim 11 , Ogawa et aL , discloses the method of claim 1, further 
comprising: repeating steps (a) through (g) on each attempt to connect the 
device to the server (Rejected under the same rationale as claim 1). 
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Regarding claim 12 , Ogawa et aL discloses the device for secure 
communication with a server via a publicly accessible network, comprising: an 
interface to a publicly accessible network; and a processor configured to perform 
steps comprising: receiving, via the interface, a certificate from a remotely 
located server, calculating an identifier of the received certificate and converting 
it to a character string, modifying the string by removing at least one random 
character from the string, displaying the modified string, receiving, from a user of 
the device previously provided with the identifier through a trusted medium, input 
corresponding to the at least one removed character, and continuing connection 
to the server only if the user input matches the at least one removed character 
(Rejected under the same rationale as claim 1). 

Regarding claim 13 , Ogawa et aL , discloses the machine-readable medium 
having machine-executable instructions for performing steps comprising: (a) 
connecting a user device via a publicly-accessible network to a server; (b) 
receiving a certificate; (c) calculating an identifier of the received certificate and 
converting it to a character string; (d) modifying the string by removing at least 
one random character from the string; (e) displaying the modified string; (f) 
receiving, from a user previously provided with the identifier through a trusted 
medium, input corresponding to the at least one removed character; and (g) 
continuing connection to the server only if the user input matches the at least one 
removed character (Rejected under the same rationale as claim 1). 
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Regarding claim 14 , Ogawa et aL discloses the method for conducting secure 
communications, comprising: (a) connecting a user device via a publicly- 
accessible network to a server; (b) receiving a certificate; (c) receiving a modified 
identifier, the identifier having previously been calculated for the certificate 
outside of the user device and modified outside of the user device by removal of 
at least one random character; (e) displaying the modified identifier; (0 receiving, 
from a user previously provided with the identifier through a trusted medium, 
input corresponding to the at least one removed character; and (g) continuing 
connection to the server only if the user input matches the at least one removed 
character (Rejected under the same rationale as claim 1). 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Chinwendu C. Okoronkwo whose telephone number is 
(571) 272 2662. The examiner can normally be reached on MWF 9:30 - 7:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami can be reached on (571) 272 4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 



Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 



USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



273-8300. 
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